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Multifarious Initiatives in 
Cybersecurity Education
According to the nAtionAl 
Security council, “president obama 
has identified cybersecurity as one of 
the most serious economic and national 
security challenges we face as a nation, 
but one that we as a government or as a 
country are not adequately prepared to 
counter [2].” in may of 2009, the president 
supported the recommendations from his 
commissioned cyberspace policy review 
that, among other endorsements, included 
promoting cybersecurity awareness and 
building the digital workforce of the 21st 
century. the recommendations from the 
cyberspace policy review were based upon 
the 2008 comprehensive National cyber-
security initiative (cNci), which consists of 
12 individual initiatives designed to help 
secure the united States in cyberspace. this 
column will focus on initiative 8 – expand 
cyber education – as it relates to two-year 
college programs.

First a little background on cNci initiative 
8. presently, an insufficient number of cyber-
security practitioners and professionals exist 
to protect and defend the united States in 
cyberspace. the current cybersecurity train-
ing and education programs are limited in 
focus and lack unity of effort. Evolving from 
cNci initiative 8, the National initiative for 

cybersecurity Education (NicE) was estab-
lished with the goal of creating “operational, 
sustainable and continually improving” 
cybersecurity education that will enhance 
the nation’s security [8]. the Department of 
Education and the National Science Founda-
tion (NSF) are serving as co-leads for this 
NicE component called Formal Cybersecurity 
Education. the mission of this component is 
to bolster cybersecurity education programs 
from kindergarten through graduate school, 
with an emphasis on science, technology, 
engineering and mathematics (StEm) disci-
plines to fill the pipeline with technologically-
skilled and cyber-savvy personnel. 

During the summer of 2011, an acm 
innovation and technology in computer 
Science Education (iticSE) working group 
studied 16 associate-degree programs in 
information assurance (a.k.a. cybersecurity). 
the findings are revealing and in concert 
with cNci initiative 8. “a lack of consensus 
of what constitutes information assurance 
(ia) education has led to ia degree programs 
with widely varying curricula [10].” associ-
ate degree ia programs vary in their particu-
lar emphases, their curricular structure, and 
whether they are meant to place graduates 
into the workforce or to matriculate stu-
dents into baccalaureate degree programs. 
of the 16 associate-degree programs exam-
ined by the 2011 working group, 14 were 
associate of applied Science (a.a.S.) de-
grees and 2 were associate of Science (a.S.) 
degrees. of the a.a.S. career programs, two 
areas of concentration emerged, network 
security and computer forensics. Figure 1 
depicts the composition of a typical network 
security degree, while Figure 2 illustrates the 
composition of a typical computer forensics 

Figure 2: Typical A.A.S. degree in computer forensics Figure 1: Typical A.A.S. degree in network security
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isting undergraduate classes. the combina-
tion of lab exercises and student-completed 
checklists has helped teach security across 
the curriculum without adding extra pres-
sure on already overburdened undergradu-
ate degree programs [11].”

in summary, there are multifarious cyber-
security education initiatives and resources 
intended for community colleges of which 
only a few are highlighted in this column. 
Faculty and administrators at two-year 
colleges should avail themselves of these re-
sources to create certificate and degree pro-
grams in cybersecurity that assist in fulfilling 
the needs of local government, business 
and industry. With over 1,200 community 
colleges from coast to coast, together we 
can help respond to the nation’s urgent 
need to secure our cyberspace.  ir
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degree. the computer forensics degree 
resembles the network security degree with 
criminal justice courses taking the place of 
some of the network courses.

of the 16 associate- and 9 baccalaure-
ate- degree programs investigated by the 
2011 working group, a clear pathway 
for course articulation between two- and 
four-year information assurance degree 
programs did not emerge. Figure 3 por-
trays a modified a.S. degree in computer 
science with the inclusion of a Security 
Fundamentals course that would provide 
the typical connection points enabling the 
transfer between a traditional aS in cS 
and a traditional bS in cS with an ia track. 

another cyber education initiative 
aimed at the two-year college level in-
cludes the four NSF-sponsored advanced 
technological Education (atE) centers [1] 
located strategically throughout the coun-
try. the atE centers provide community 
colleges with technology resources, faculty 
training, and varying model curricula 
that align to the committee on National 
Security System (cNSS) standards in infor-
mation assurance. Each atE center has 
unique resources and accomplishments. 

one of the centers is cyberWatch [5], 
which is located on the East coast at prince 
George’s community college in largo, 
mD. a fairly new sister center, cyberWatch 
West [6] is located on the West coast at mt. 
San antonio college in Walnut, california. 
Working with the NSa, DhS, and the NSF, 
cyberWatch played a key role in developing 
and implementing the National centers of 
academic Excellence in information assur-

ance two-year Education (caE2y) program. 
cyberWatch continues to mentor aspiring 
caE2y designated community colleges, 
helping to document their degree programs 
in order to meet the stringent NSa require-
ments (primarily, cNSS 4011 and 4013). in 
2010 cyberWatch mentored the first six 
community colleges that received the caE2y 
designation from NSa. to date, there are 
approximately two dozen caE2y designated 
community colleges. however, drastic chang-
es for obtaining the caE2y designation are 
on the horizon. instead of mapping to the 
cNSS standards, the NSa will soon require 
alignment to “knowledge units” that map 
to the National cybersecurity Workforce 

Framework [7]. both cyberWatch 
and cyberWatch West are providing 
input for the “knowledge units” as 
well as offering assistance to existing 
and prospective caE2y institutions.

a third atE center is the cyber 
Security Education consortium 
(cSEc) [3], headquartered at the 
university of tulsa. cSEc consists of 
a partnership between community 
colleges and career and technology 
centers in oklahoma, arkansas, col-
orado, kansas, louisiana, missouri, 
tennessee, and texas. a primary 
mission of cSEc is to develop and 
disseminate cybersecurity curricula 
for two-year institutions as well as 

assist faculty to build programs of study.
the fourth is the center for Systems 

Security and information assurance (cSSia) 
[4] located at moraine Valley community 
college in palos hills, illinois. cSSia not 
only serves community colleges in the 
mid-west region, but is also considered a 
National resource center by the NSF. cS-
Sia operates national models for skills and 
learning events based on the creation of 
scalable and affordable remote virtual labo-
ratory environments. cSSia also delivers 
faculty professional development work-
shops via its national infrastructure and has 
hosted three annual cyber Defense and 
Disaster recovery conferences. cSSia has 
been featured on NSF’s Science Nation [9].

another NSF-funded and complimenta-
ry teaching resource for community college 
faculty is Security injections from towson 
university. “Security injections are strategi-
cally-placed security-related modules for ex-

Figure 3: Modified A.S. CS degree designed to transfer 
into a baccalaureate CS degree with an IA track


