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As a standing 
committee of 
the Association 

for Computing Machin-
ery Education Board, 

the Committee for Computing Education 
in Community Colleges (ACM CCECC) has 
produced, through the decades, asso-
ciate-degree curricular guidance in the 
five computing disciplines as defined in 
the ACM Overview Report [3]. The five 
disciplines are Computer Science, Infor-
mation Technology, Information Systems, 
Computer Engineering, and Software  
Engineering. After completing a multi-
year, international curriculum develop-
ment project for Information Technology 
[7] in late 2014, the Committee has begun 
the process of updating its 2009 Guide-
lines for Associate-Degree Transfer Curric-
ulum in Computer Science [4]. The CCECC 
kicked off this curriculum revision project 
at SIGCSE 2015 with a Birds-of-Feather 
(BoF) session entitled, Perspectives on How  
Computer Science Curricula 2013 Influ-
ences Two-Year College Programs. The 
BoF session drew a standing-room-only 
crowd of community college and univer-
sity faculty, academic administrators, and 
industry representatives. The consensus of 
the BoF participants was a clear need for 
contemporary computer science guide-
lines at the associate-degree level, where 
security is considered from the outset 
and appropriately infused throughout the 
curriculum. Fortunately, there are recent 
education initiatives in computer science 
as well as cybersecurity that the members 
of the CCECC will leverage as important 
influencers for its curriculum revision.

Computer science education certainly has 
evolved since 2009. In December 2013, the 
ACM and the IEEE-Computer Society co-pub-
lished Computer Science Curricula 2013: Cur-
riculum Guidelines for Undergraduate Degree 
Programs in Computer Science (CS2013) 
[8], a comprehensive revision to both the 
2001 [9] and the 2008 [2] computer science 
curricular reports. Among the 18 knowledge 
areas (KA) within the CS2013 Body of Knowl-
edge (BoK) is the new information assurance 
and security (IAS) KA. The IAS KA includes 
both core and elective cybersecurity content, 
such as defensive programming, cryptog-
raphy, network security, principles of secure 
design, and secure software engineering. It 
also includes a comprehensive table with 
cross references to the other 17 KAs providing 
a quasi-curriculum map of where cybersecu-
rity content should be integrated throughout 
the various undergraduate computer science 
degree programs. 

In August 2015, a joint task force (JTF) on 
cybersecurity education was formed with 
representatives from the Cyber Education 
Project (CEP) [6] and the three profes-
sional computing societies—the ACM, the 

IEEE-Computer Society, and the Association 
for Information Systems. The expressed 
purpose is to develop comprehensive, un-
dergraduate curricular guidance in cyber-
security that will support future program 
development and associated educational 
efforts. This joint effort is a prime example 
of the ideas imagined and the foundations 
laid by the devoted members of the CEP. 
Inspired by the work of the CEP, the JTF 
currently defines cybersecurity as a comput-
ing-based discipline involving technology, 
people, information, and processes to enable 
assured operations. It involves the creation, 
operation, analysis, and testing of secure 
computer systems. It is an interdisciplinary 
course of study, including aspects of law, 
policy, human factors, ethics, and risk man-
agement often in the context of adversaries.

During the 2016 SIGCSE Technical 
Symposium, a special session, ACM Joint 
Task Force on Cyber Education, will debut 
a Strawman version of the cybersecurity 
undergraduate curricular guidance for 
public review and comment. 

Additionally, in September 2015 the Na-
tional Science Foundation funded a major, 
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three-year project, “Catalyzing Computing 
and Cybersecurity in Community Colleges 
(C5)” [10]. This project of national scope has 
two major goals, synergistically focused on 
strengthening the cybersecurity content of 
degree programs at two-year colleges. The 
first project goal is to increase the number 
of the National Security Agency designated 
Centers of Academic Excellence in Cyber-
security at Two-Year Colleges (CAE/2Y). 
The second goal is to create a foundational 
computer science course that is integrated 
with suitable cybersecurity content. Both 
the 2016 AP Computer Science Principles 
Curriculum Framework [5] with enduring 
understandings in cybersecurity and the 
2013 ACM/IEEE-CS Computer Science 
Curriculum Guidelines [8] with learning out-
comes in information assurance and security 
will serve as resources for the development 
of this new security-infused programming 
course intended for community colleges.

I am fortunate to have served on the 
CS2013 Steering Committee and have 
co-chaired the CEP Learning Outcomes 
Committee. In addition, I am currently 
serving as an ACM delegate on the JTF and 
as a co-PI on the NFS C5 project. As a result, 
all these exciting education initiatives will 
have a positive effect on the next release 
of the ACM associate-degree transfer 
curriculum for computer science. Three 
CCECC members—Cara Tang of Portland 
Community College, OR; Cindy Tucker of 
Bluegrass Community and Technical College, 
KY; and myself from Union County College, 
NJ—are collaborating with a dedicated and 
knowledgeable group of community college 
faculty from across the nation to modernize 
the 2009 computer science curricular 
guidance with cybersecurity content. 
Convened by the CCECC, Teresa Moore 
of Volunteer State Community College, 
Gallatin, TN, Lambros Piskopos of Wilbur 
Wright Community College, Chicago, IL, 
and Christian Servin of El Paso Community 
College, El Paso, TX are each serving as 
team leaders on the ad hoc ACM Task Force 
for cybersecurity-infused computer science 
(CS-Cyber) associate-degree curriculum. 

At the 2016 SIGCSE Technical Sym-
posium in Memphis, TN, the CCECC will 
conduct a special session on Friday, March 
4—Updating Curricular Guidelines for 
Associate-Degree Computer Science Pro-

grams—along with a follow-on workshop 
on Saturday, March 5. Both the special 
session and the workshop will engage 
participants interested in the curriculum 
revision/development process for lower 
division, undergraduate computer science 
degree programs that incorporate learning 
outcomes in cybersecurity. Participants of 
both the special session and workshop will 
have an opportunity to review the draft 
transfer curriculum, recommend revisions, 
and assist in crafting the next version of 
the associate-degree guidance. These 
sessions will serve as important oppor-
tunities for the broader community to 
provide critical feedback, as well as discuss 
the challenges, local needs, and success 
stories. During the workshop, participants 
will break into small groups to examine and 
evaluate the proposed associate-degree 
BoK with respect to the computer science 
and cybersecurity concepts in CS2013, 
results from the CCECC’s survey, and the 
suitability of such topics, learning out-
comes, and assessment metrics.

If you were unable to attend SIGCSE 
2016, but are interested in contributing to 
this curricular revision, there will be many 
opportunities for participation. To illustrate, 
draft versions (e.g., Straw and Iron) will be 
posted on the Committee’s website over 
the next year or so [1], and the CCECC is 
issuing a call for reviewers. Please use the 
contact us form on our website if interest-
ed in contributing a critical review of the 
ACM computer science transfer curriculum 
with contemporary cybersecurity content. 
Also feel free to email me directly with your 
thoughts and suggestions. We need all 
hands and minds on the CS-Cyber deck!  
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