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PREREQUISITE 
 
Prior to completing this lab, students should have a basic understanding of how Android security works. 
For example, students should be familiar with the concepts addressed in the following resources: 
 

 Android Open Source Project  
o Android Security Introduction 

 
o Android Developers Security Tips 

 

 Dr. Jules White, from Vanderbilt University 
o Dr. White developed a series of 22 YouTube videos on 

Android Security and Secure Coding Techniques  
 
As a minimum, watch the following video: 
o S2-M2-P1 – Traditional App Accounts 

 
o S2-M2-P2 – Mobile vs Traditional App Accounts 

 
o S2-M2-P7 – Avoiding Storing Sensitive Data in Public 

Locations 
 

 Android Developers Reference 
o Activity Class 

 

 CERT Introduction to Android-Only Rules 
o DRD00 

 
 
 

SUMMARY 
 
Android developers need a clear understanding of persistent data in Android, including activity state data.  This 
lab presents an overview of the activity lifecycle, the various ways data can be stored on an Android device, and 
the potential impact data storage has on developing secure code.   
 
A brief overview of the five (5) ways of storing persistent data in Android is presented in this lab: 
 

1. Shared Preferences 
2. Internal Storage 
3. External Storage 
4. SQLite Databases 
5. Network Connections 
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http://source.android.com/devices/tech/security/
http://developer.android.com/training/articles/security-tips.html
https://www.youtube.com/playlist?list=PLyUlngzGzkzsXHItNSx_KPyC62hsrAgrK
https://www.youtube.com/watch?v=xamksB9Wwhk&index=1&list=PLyUlngzGzkzsXHItNSx_KPyC62hsrAgrK
https://www.youtube.com/watch?v=ilSA7rjULpk&index=2&list=PLyUlngzGzkzsXHItNSx_KPyC62hsrAgrK
https://www.youtube.com/watch?v=Alx5gwX1po4&index=7&list=PLyUlngzGzkzsXHItNSx_KPyC62hsrAgrK
https://www.youtube.com/watch?v=Alx5gwX1po4&index=7&list=PLyUlngzGzkzsXHItNSx_KPyC62hsrAgrK
http://developer.android.com/reference/android/app/Activity.html#findViewById(int)
https://www.securecoding.cert.org/confluence/display/android/DRD00.+Do+not+store+sensitive+information+on+external+storage+%28SD+card%29+unless+encrypted+first


Bluegrass Community and Technical College 
Computer & Information Technologies 

 
 

Secure Coding – Storing Data in Android 
 

 

 
 2 This is a secure coding laboratory exercise in a 

series of 6 labs prepared by Prof. Cindy S. Tucker  

 

RISK 
 
Data stored in public locations and data with public access may present security vulnerabilities within an Android 
app. For example, 
 

 A file saved to an external storage has public access and any app could read and/or modify sensitive data 
stored on the external storage media. 

 Internal storage files created using modes MODE_WORD_READABLE and/or MODE_WORD_WRITEABLE 
allows other apps to read and update internal storage files (in some circumstances these two context 
modes are deprecated for internal storage).   

 
GUIDELINES AND RECOMMENDATIONS FOR ANDROID SECURE DESIGN AND SECURE CODING 
 
The following guidelines and guidance materials address secure coding relative to Android Secure Coding: 
 

Android Application Secure Design/Secure Coding Guidebook, Japan Smartphone Security Association (JSSA) 

 Basic Knowledge of Secure Design and Secure Coding, Chapter 3 (pages 36-50) 
o Android Application Security 
o Handling Input Data Carefully and Securely 

 
CERT Introduction to Android-Only Rules 

 Rules and Guidelines Applicable Only to the Android Platform (DRD) 
 
 
OVERVIEW OF TOPIC 
 
The information presented is based upon a device that has not been rooted.  If the device is rooted, additional 
precautions should be made.  This lab is meant as an introduction to Android data storage and as such is not 
comprehensive for all scenarios. 
 
Android Packages 
 
After an Android app is created, tested and ready for publication, an application package file (.apk file) is created 
and uploaded to a site, such as Google Play, for distribution.  A user can then download the package from the site 
to his or her personal Android device.  During installation, Android assigns a unique Linux user ID (UID) to the 
installed package.  The UID remains constant on that device as long as the package is installed.  When the same 
package is installed on another Android device, the UID assigned may not be the same.  An important concept to 
remember is each package has a distinct UID on any given device and these UIDs may not match across devices.   
 
As you learned from the prerequisite readings and videos for this lab, you can think of installed apps as “users” in 
Android.  Each package installed on an Android device runs in its own process in memory and has its own internal 
storage locations.   
 
 
 
 

https://www.jssec.org/dl/android_securecoding_en.pdf
https://www.securecoding.cert.org/confluence/pages/viewpage.action?pageId=111509535
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Activity Lifecycle 
 
Like many desktop applications, Android application data 
resides in memory while the app is running and the data is being 
used by the app.  However when an app is no longer running, 
the memory locations it used are released to be used by other 
applications.   This includes an app’s activity state data. It 
resides in memory when the app is running and viewable on the 
screen but is lost (memory is released) when an activity is no 
longer on the screen.  Unique examples to remember are screen 
orientation changes.  When a device’s screen is rotated, the 
activity is destroyed (activity data in memory is lost) and the app 
is reopened.    
 
The ability to save app data, regardless of changes to the app’s 
state, is vital to the usefulness of an app. To fully understand 
the significance of when data resides in memory and when 
persistent data is needed, Android developers should be 
familiar with the Activity Lifecycle (click for more details).  A 
brief summary follows. 
 
Android activities are managed by an activity stack.  An item is 
placed on the stack when a new activity is started and it 
becomes the running activity.  The previous activity is not 
removed from the stack but rather stays on the stack (below the newly started activity) and will not return to the 
foreground until the new activity exits.   
 
An activity has 3 possible states: 
 

1. Active (or running or resumed):  The activity is in the foreground on the screen. 
 

2. Paused:  The activity has lost focus but is still visible. Perhaps, a smaller-sized activity is visible on top 
(such as a pop-up window).  A paused activity retains all state and member data.  However, for 
memory management, a paused activity may be killed in low memory conditions. 

 
3. Stopped: The activity is completely concealed by another activity. A stopped activity retains all state 

and member data.  However, for memory management, a stopped activity is often killed when 
memory is needed. 
 

The illustration on the top right of this page demonstrates the activity lifecycle.  Coding can be provided within an 
activity for work to be completed when an activity’s state changes.  On the next page is a shell activity which 
includes each of the fundamental lifecycle methods.  The image above and the modified illustration on the next 
page are from developer.android.com. Feel free to refer to this website for additional information on Android 
activities. 

http://developer.android.com/reference/android/app/Activity.html#findViewById(int)
http://developer.android.com/guide/components/activities.html
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The entire lifetime of an activity occurs between onCreate() and onDestroy().   
The visible lifetime of an activity occurs between onStart() and onStop(). 
The foreground lifetime of an activity exists between onResume() and onPause().  
 

This activity state is an important concept related to Android data storage because there are times when activity 
state data needs to be saved so that it is available to the user when the activity is resumed or started again. 
 
 
Persistent Data 
 
Persistent data is information that is stored in file structures on “permanent” storage media that allows the data 
to be created and then maintained/retrieved again at a later point in time (between executions of the activity or 
app).  There are five ways an Android app can use persistent data:  (1) Shared Preferences, (2) Internal Storage, 
(3) External Storage, (4) SQLite Databases, and (5) Network Connections.   
 
Shared preferences is a very simple way of storing small quantities of data between activities.  It is not designed 
for larger volumes of data.  Shared preferences allow the storage and retrieval of key-value pairs of primitive 
(boolean, float, int, and long) and String data. The shared preferences persists across user sessions and for as long 

 
 

Fo
re

gr
o

u
n

d
 L

if
et

im
e

 

 

V
is

ib
le

 L
if

et
im

e
 

En
ti

re
 L

if
et

im
e

 



Bluegrass Community and Technical College 
Computer & Information Technologies 

 
 

Secure Coding – Storing Data in Android 
 

 

 
 5 This is a secure coding laboratory exercise in a 

series of 6 labs prepared by Prof. Cindy S. Tucker  

 

as the app is installed on the device. App upgrades will not impact data stored using shared preferences.  
Depending upon the API version used, the following context modes are available:   
 

 MODE_PRIVATE: the file is made private and only available to the application creating the file 
This is the default, preferred, and most secure mode for shared preferences files  

 MODE_WORLD_READABLE: available to all other applications to read the file 
For security reasons, this mode became deprecated in API 17 

 MODE_WORLD_WRITEABLE: available to all other applications to write to the file 
For security reasons, this mode became deprecated in API 17 

 
Android developers can save files directly to a device’s internal storage.  By default, the files stored in internal 
storage are private to the app.  Internal storage files can be deleted by the app that created the file and are 
automatically removed when the app is uninstalled from the Android device. Any internal storage file that is no 
longer needed by the app should be deleted.  Depending upon the API version used, the following context modes 
are available:   

 

 MODE_PRIVATE: the file is made private and only available to the application creating the file 
This is the default, preferred, and most secure mode for internal storage files.  

 MODE_WORLD_READABLE: available to all other applications to read the file 
For security reasons, this mode became deprecated in API 17 

 MODE_WORLD_WRITEABLE: available to all other applications to write to the file 
For security reasons, this mode became deprecated in API 17 
 

Android devices support “shared” external storage media (such as an SD card or a public separate partition on a 
device’s internal storage media). Files created on external storage media are globally readable and writable and 
available to all apps.  Because users can remove select external storage media, Android developers should use 
caution when using external storage files and check to make sure the file is available before attempting to use it 
within the app.  In some cases, external storage files are not removed when an app is uninstalled. 
 
To use external storage, appropriate permissions may be required in the Android manifest.  For example: 

<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE"/>  
<Uses-permission android:name="android.permission.READ_EXTERNAL_STORAGE"/>  

  
SQLite is available on every Android device providing full support for SQLite databases.  Any database created is 
accessible by name to any class in the application, but is not available outside the application.  SQLite databases 
are useful when an app has a need to store large amounts of data.  These databases can be queried using SQL 
statements.  SQLite does not require any setup or administration in Android. 
 
Finally, Android developers can use network connections to store and retrieve data on web-based services. 
 
As a general rule, use the more restrictive data storage option that will allow you to perform the actions needed.  
Use private data storage options for persistent data whenever possible.  Limit the use of public persistent data 
to situations for which there is a compelling reason to do so.  
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LABORATORY ASSIGNMENT 
 
1. Design and build a simple Android app to create a file stored in internal storage.  The layout should collect a 

minimum of 2 pieces of data.  The app should allow the user to key in data, validate the data, and store the 
data in the internal storage file.  Keep the data simple.  Only 2-3 records in the file are needed for this 
assignment.   
 
The following sample statement will open a private file and allow records to be appended to the file. 

          
    String filename = “CreditCards.txt”;     

    PrintStream output = new PrintStream(openFileOutput(fileName, MODE_PRIVATE+MODE_APPEND)); 

 
The following sample statement will write a record to the file: 

          
    output.println(strCCNum + strCCExpire); 

 
The file will be placed in the following directory in internal storage: 
 data\data\package-name\files\ 
 

 

2. Add a feature to the app which will read the data in the file and display the data in a Toast message or simple 
control on a layout.  This step will verify the data was written to the file correctly.  If you created the file as 
described above, you can use the Java Scanner class to read data from the file.  

 
You can verify the file was created and stored in internal memory “permanently” using the Android Device 
Monitor.  If you are using the Android Studio emulator, start the emulator first.  Then click on the Android 
Device Monitor icon.   

  
 

 
 

An Android Device Monitor window will open.  The area on the left shows devices and the area on the right 
shows the file structure for the selected device.    
 
Maneuver to the following directory to find the name of the file you created: data\data\your-package-
name\files\ 
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3. Create a second Android app (which of course will have a different package name) and attempt to read the 
data from the file you created in the first Android app.  HINT:  You can use the same coding from steps 2 
above.   

 
Because you created a private file stored in the internal storage area for the first app, you should not expect 
to be able to access and read this file from this second app.  REMEMBER:  Apps are like Linux users.  Each app 
has its own internal storage locations and its own processes in memory.   
 
This second package will generate an error when trying to open a file that is not found in its internal storage 
directory.  Run the app to verify this. 
 

 
DISCUSSION QUESTIONS: 
 
1. In your own words, describe 5 ways of storing persistent data in Android. 
2. Compare and contrast Android’s internal data storage and external data storage in light of developing secure 

code. 
3. What secure coding practices need to be following when using Android SQLite database (research if needed)? 

Summarize your findings, in your own words, in a few paragraphs. 
4. What secure coding practices need to be following when using network connections (research if needed)? 

Summarize your findings, in your own words, in a few paragraphs. 
 
DELIVERABLES: 
 Run the app you created in Steps 1-2 of the Laboratory Assignment.  Take screen shots while the app is 

running. Add the screen images to the same Word document which holds your answers to the Discussion 
Questions.  These screens should verify the creation of the file and show the contents of the file (Toast 
message or contents shown in a layout control such as a TextView object).  Include a screen shot of the 
Android Device Monitor showing the file name.  Label each image clearly in the Word document. 

 Run the app you created in Step 3 of the Laboratory Assignment.   Take screen shots of the attempt to read 
from a file outside of the second app’s internal storage location. Label each image clearly in the Word 
document. 

 OPTIONAL IF REQUESTED BY YOUR INSTRUCTOR:  Replicate this process using external storage.  Demonstrate 
the creation of a public file on an external storage device.  Create a second app that can also read the public 
file.  Take screen shots similar to what is described above.  

 Submit your Word document for grading.  Use special care to verify the screen shots are clearly labeled and 
clearly demonstrate the objectives outlined in each step of this exercise.  Some instructors may request you 
to submit your apps for grading. 
 
 


